The shared storage is essential in the decentralized system. A straightforward storage model with guaranteed privacy protection on the peer-to-peer network is a challenge in the blockchain technology. The decentralized storage system should provide the privacy for the parties since it contains numerous data that are sensitive and dangerous if misused by maliciously. In this paper, we present a model for shared storage on a blockchain network which allows the authorized parties to access the data on storage without having to reveal their identity. Ring signatures combined with several protocols are implemented to disguise the signer identity thereby the observer is unlikely to determine the identity of the parties. We apply our proposed scheme in the healthcare domain, namely, decentralized personal health information (PHI). In addition, we present a dilemma to improve performance in a decentralized system.
Introduction
Since being introduced to the public through the rise of Bitcoin, blockchain has attracted a lot of attention among researchers, especially the way it deals in a transaction without involving the third parties. The blockchain technology reduces the transaction costs and it improves the efficiency and reliability of the decentralized system in general [1] . Due to its merits, blockchain has been developed in various fields of study such as logistics, e-commerce, trading activity, and healthcare, to name a few. Blockchain in the healthcare area is growing rapidly [2] as a future trend of substantial impact [3] . It aims at improving the quality of service and maintaining the integrity of information. Blockchain must be mature enough in all aspects, especially in security matters before blockchain being applied to a sensitive system (healthcare domain) [4] since it consists of valuable data for patients, providers, and all parties involved.
The shared storage between healthcare providers and the patients is one of the factors that must be considered when determining the scheme of the decentralized healthcare system. The surveys indicate that users often do not fully trust to store their data to third parties [5] . There are decentralized storage providers that provide the alternative services to protect the user's privacy such as Freenet [6] and GNUnet [7] . However, those services still have some drawbacks such as free-rider problem. More precisely, the provider is less motivated to keep improving system reliability due to the fact that there is no significant benefit for the provider to preserve the users' data. Apart from the free-rider problem, the main issue in the decentralized shared storage is related to the privacy of users [8] . An observer may be able to see the contents of online activities or metadata of the user since the data is publicly available.
To deal with the issues, we propose a model of the decentralized shared storage system on the blockchain that provides the privacy of the users without the involvement of third parties. Ring signature algorithm is applied to disguise the original identity of the signer. The parties involved use signatures on behalf of a group; hence, the original identity of the signer is unknown called signer ambiguous. In order The iterative proof of Filecoin, adapted from [9] .
to keep the identity of the parties to remain untraceable, onetime use address (from the stealth address) is adapted so that the observer cannot link the user address based on the transaction that has been carried out in advance.
The predecessor approaches to design the sharing storage system in the blockchain have been started by researchers lately such as Storj [10] , storage with financial incentives, and Filecoin (see Figure 1 ) which generates a proof-ofspacetime (PoST) for the replica [11] . This paper presents the key concepts in the decentralized sharing storage in the healthcare system. The personal health information of the patient is propagated in the peer-to-peer blockchain network and the data are stored in a storage provider. The model of decentralized healthcare system comes from our previous research [12] . The privacy-preserving for the user is beyond the topic at the time. This paper is ongoing research and interrelated with our previous research.
The structure of the paper is organized as follows. Section 2 describes the background and core system component such as the ring signature, CryptoNote, and one-time use address (stealth address). Section 3 presents the system model of decentralized PHI data as well as the concept of ring confidential transaction. Section 4 presents the system analysis including the dilemma of reparameterizing propagation time and block size in order to improve the performance in a transaction. The limitations and future work are written in Section 5. Finally, Section 6 concludes the paper.
Background
In this section, we briefly present the essential information of ring signature algorithm, CryptoNote protocol, one-time use transaction address, and stealth address which are basic components for the privacy-preserving model in our system.
The Essential of Ring Signature.
Ring signature is first introduced by Rivest et al. [13] in 2001 through the paper entitled "How to Leak a Secret". The idea of a ring signature originates from the concept signature group proposed by Chaum et al. [14] which in the group signature each member agrees to sign the message. In short, the data is signed on behalf of the group. In the group signature, there is a manager who organizes each activity in a group. As opposed to the group signature, the ring algorithm does not possess a manager in the process and neither have special requirements for creating groups as shown in Figure 2 .
In order to form a signature group, the signer requires public keys knowledge from prospective members. The selected public keys are encrypted by using a trapdoor permutation function (RSA, Rabin, and Diffie-Hellman). Due to the nature of the ring signature protocol, there are no specific rules for the number of members in a group. The standard procedure of the ring signature protocol can be defined as follows:
. The signature consists of the public keys ( , 1 , 2 , 3 , . . . , ) of the members for every message concatenated with the secret key of the signer to produce a signature .
(ii) Verify( , ). The verification process can be interpreted as accepting a group signature which consists of public keys of all the possible signers along with the message . The final output is or .
Generating a ring signature can be used directly by the signer without involving the group manager. The initial step is the signer computes the symmetric key as the hash value of the message to be signed as = ℎ(
). The more complicated variant generates as ℎ( , 1 , 2 , 3 , . . . , ). However, the simpler creation is also secure. An initial random value V (or "glue") is chosen by the signer uniformly at random form {0, 1} , where 2 is some power of two which is larger than all modulo . Furthermore, the signer selects the number of signatures from the ring members 1 < < , ̸ = , where is the ring members and is the order 
Ring signature algorithm which is defined by any member of a group of parties each having keys.
Tx public key
The of the member ( -th member) who is the actual signer. Hence, the signature gets a new value which is signified by = ( ). Finally, the signature of the message can be defined as ( 1 , 2 , 3 , . . . , ; V ; 1 , 2 , . . . , ). The verification process is straightforward by describing the message received from the sender via secure channel ( 1 , 2 , 3 , . . . , ; V ; 1 , 2 , . . . , ).
CryptoNote Protocol.
The use of the ring signature algorithm in blockchain transaction was first introduced in 2012 which is part of the CryptoNote protocol [15] and updated in 2013. The CryptoNote constructs the ring signature using the public key of the random addresses and it provides privacy for the patient by leveraging the stealth address protocol [16] . By doing so, the observer believes that the signer has a secret key that corresponds to the cryptocurrencies, but the observer cannot determine the specific identity of the sender. However, the original ring signature protocol would allow double-spending attack in the blockchain transaction. The original ring signature protocol cannot determine the origin of the coin due to the fact that there is no marker if the transaction has been sent to the recipient. As a solution, CryptoNote provides one-time use ring signatures and key image as a marker.
The key image acts as a unique marker for every transaction. The key image gives the information about the transaction with a particular signature n . If the same signature is used more than once, the miners will reject the transaction. In other words, any attempt to double-spend will indicate the use of the same key image. The destination of each CryptoNote output is a public key ( 1 , 2 , 3 , . . . , ) which is derived from the recipient's address combined with the sender's random value. In this regard, the sender asks the recipient's public key ( , ) via secure channel and the sender generates the one-time public key = ( ) + as can be seen in Figure 3 . Based on the key image that recipient belongs to, the recipient checks every passing transaction using his/her secret key ( , ) and calculates = ( ) + , where is a cryptographic hash function {0, 1} * and is a base point. Finally, the recipient can define = = and = . In addition, the recipient can recover the corresponding one-time secret key = ( ) + ; = . By signing transaction, the recipient can spend this output at any time. The security from this protocol is an untraceable transaction for the observer since the incoming message received by a recipient associated with one-time public keys (unlinkable).
One-Time Use Transaction and Stealth Address.
We first present the one-time use transaction in general and we briefly describe the drawbacks of one-time use address in the blockchain transaction. To address the problem, we use the stealth address to protect the recipient information in our system model. address is in the pseudonymous form. Since the new address does not have a track record in the blockchain metadata, the observer is unlikely to track information from a transaction. However, one-time use transaction address provides privacy for the users by extending the address to the counter-parties which detail information of the transaction still publicly available on the blockchain network. Roughly speaking, the sender enables the recipient to spend the funds that he just received even though the recipient identity remains hidden as can be seen in Figure 4 . For instance, an address X is a one-time address, but the observer has knowledge that Alice sent 1BTC to X and Charlie received from X. It can be used by the observer to infer that X corresponds to Alice and Charlie. By gathering the details on where Charlie's fund originated and where Alice's funds were passed on to, it could avail deanonymize the onetime use transaction. This scheme is also called transaction graph analysis. Therefore, in order to develop privacy on the decentralized blockchain system, a new protocol is necessary such as stealth address protocol. In other words, it is a security protocol that has become ubiquitous almost by stealth [17] .
Stealth Address.
One-time use address for transaction might be inconvenient to manage since the new address must be generated by the recipient for every transaction that will be carried out. Unlike the one-time use payment address, the stealth addresses get rid of this requirement. In short, stealth addresses can be generated as follows:
(i) The recipient generates a parent key pair ( , ) and publishes his/her public key (the published key is called stealth address).
(ii) The sender will be able to use the stealth address of the recipient to commit a new one-time use payment address for a particular transaction.
(iii) At this stage, the recipient uses their parent private key ( , ) which is generated in advance to spend the funds received. The generating process of stealth address can be seen in Figure 5 .
The addresses are generated using trapdoor permutation such as Diffie-Hellman key exchange protocol [18] . By leveraging the stealth address protocol, the system allows eliminating the possibility for observers to link a onetime address to another. In this sense, the observer cannot determine the recipient's address and is unlikely to link the transaction to the recipient due to the new address being generated based on his/her stealth address for every transaction. Stealth address protocol is used in CryptoNote and Zcash combined with various other techniques such as zkSNARKs in order to provide the stronger privacy for the user in the decentralized blockchain network. The cryptographic approaches can prevent ad hoc networks against external attackers using node authentication and data encryption [19] .
Our System Model
In this section, we elaborate the model of decentralized PHI data (the model is from our prior work), the sequences of the standard blockchain transaction, the group of ring signature, and the ring confidential transaction of PHI.
Decentralized PHI Data.
A decentralized personal health information model originally came from our previous research [12] . In our predecessor work, blockchain technology is used to manage the personal health information (PHI) data of the patient which obtain from several healthcare providers as can be seen in Figure 6 . Based on the decentralized PHI model, we conducted testing in order to find out information about data communication in peer-topeer networks (see Figure 7) . The results obtained show the high level of success in sending data among the parties in the blockchain network that reaches 100% and the average of propagation message is 1:18ms for 100 bytes of Internet Control Message Protocol Echo. By leveraging the model of our previous research, the patients and the healthcare providers allow to collect effectively the PHI data onto a single view with integrity guarantee. Data integrity is essential for the patient in the blockchain network since it is a fundamental component of information security which verifies that the data has remained unaltered in transit from creation and reception [20] . By design, blockchain is tamperproof, immutability (the data stored are unchanging over time or unable to be changed) so it is suitable for managing sensitive data such as personal health information, digital medical record, and other similar data.
In the decentralized healthcare system model, the patient and the providers are on the same blockchain network. The healthcare providers preserve a diagnosis from the patient and then store it into sharing storage right after the data is confirmed by the miner. The patient afterwards enables to find the data stored by the provider in the storage by searching one by one based on the patient's public key ( , ) attached into the transaction. The patient whose public key is attached to the transaction is the only party who knows the data stored in the storage because he/she has knowledge of the secret key ( , ) to access the PHI data. As with the security model in general, every party in the system has the unique parent keys. The public key is used to commit transactions, which later will be used to generate a stealth address for every transaction. A pair of keys is obtained from trapdoor permutation functions such as RSA algorithm and Rabin [21] which are generated beforehand. The parent keys of the parties can be defined as follows:
(i) The patient ( , ), the pair of patient's public key to commit the transaction can be defined as ( , ) and the pair of secret keys ( , ). (ii) Hospital ( , ), the pair of hospital's public key ( , ) and the pair of secret keys( , ).
(iii) Chiropractor ( , ), Chiropractor's public key ( , ) and the pair of secret keys( , ).
(iv) Clinical psychologist ( , ), clinical psychologist's public key ( , ) and the pair of secret keys ( , ).
(v) National provider ( , ), the public key of national provider ( , ) and the pair of secret keys ( , ).
(vi) Health and social care provider ( , ), health and social provider's public key ( , ) and the pair of secret keys ( , ).
(vii) Laboratories( , ), the pair of public keys of laboratories can be defined ( , ) and the pair of secret keys ( , ).
The sequence of a standard transaction in decentralized PHI data starts from the provider who wants to store the patient's data in the storage where the patient has published his address to the provider beforehand. The provider unpacks the address and gets the patient's public key ( , ). The provider picks a random ∈ [1, − 1] : where is a prime order of the base point . The provider then generates a onetime public key based on the pair public key (1) of the patient (the process is signified by Figure 3) .
The patient and the healthcare providers possess a pair of public keys ( , ) for different purposes. The first public key is used to generate a one-time public key, whilst the public key is attached to the transaction as the tracking value used by the patient to find the data addressed to him/her. The provider uses as a destination key for the output and attaches the new value = into the transaction. The PHI data with attachments to and values are stored into shared storage after being validated by the miner. The patient later checks every transaction using his private key ( , ) and calculates the new value (2). Finally, the patient compares the value received with the value decrypted (3).
The Group of Ring
Signature. In the decentralized PHI system, there is a group ring signature consisting of patient and several healthcare providers. In order to generate a group, the system does not demand special requirements and also unlikely require a manager to manage the group. All that is needed to create a ring signature group is the public key of each party ( ,
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Figure 8: The group of ring signature which is derived from the public keys of the member.
Once a ring signature group has been generated, all members of the group are allowed to use the signature and combine it with the private key of the sender. It grants users fine-grained control over the level of anonymity associated with a certain signature [22] . The signer enables to choose the number of signatures that they want to use in the transaction to provide an ambiguous signer. Later, the public key is used for encryption = ( ) as shown in Figure 8 . Intuitively, is defined by the extended trapdoor permutation function such as RSA and Rabin algorithm. In practice, for Rabin's functions ( ) extends to ( ) = 2 mod over {0, 1} : where 2 is the power of two which is larger than all modulo . The bucket consists of b-bit numbers = + : where ∈ Z * and ( + 1) ≤ 2 . For any b-bit numbers is nonnegative integers and . The bucket values are mapped by the extended Rabin mapping . So, the value of ( ) is signified by (4) .
Intuitively, ( ) is a permutation function over {0, 1} which is also a one-way trapdoor function because only a person knows the inverted value of for a given input. Therefore, we can define the public keys for the prospective members as follows:
(ii) Hospital ← = ( ): Chiropractor ← = ( ); whilst, the clinical psychologist ← = ( ).
(iii) National provider ← = ( ): health and social care provider ← = ( ); Laboratories ← = ( ).
(iv) For additional members of a group, it can be generated at any time as long as the public key of the new member is known { +1} = { +1} ( { +1} );
As can be seen in (5), a group of ring signature is constructed based on encryption of the member's public key.
By design, the sender signs the message for the individual transaction using the signature of the group without a single group manager involved. Because the sender uses the signature of the group, the observer cannot judge the identity of the real sender for the corresponding transaction. The sender enables to choose the number of signatures that he/she wants to use in the transaction. The signature of a group can be used at any time in a transaction without having permission from the owner of the key. For instance, in a particular transaction the provider uses the following keys to sign a message ℎ( , , , and his key ). [16] in order to improve the privacy of the users. Intuitively, the ring confidential transaction aims to hide the value of the actual amount in a transaction by combining the value of the current transaction with the value of the predecessor transactions. By doing so, the observer cannot tell the exact value of a transaction. The value of the transaction can be the number of coins sent or other data depending on the type of system that applies RingCT [23] . Unlike in the Monero transaction, the value transaction in the Bitcoin is publicly available in the plaintext. The observer might be able to analyse the transaction values for certain purposes in the particular period of time. Therefore, public data will be dangerous if misused maliciously.
Ring Confidential Transaction of PHI. Ring confidential transaction (RingCT) is used in Monero cryptocurrency

= [(8) ‖ (2) ‖ (5) ‖ (11) ‖ (12) ‖ (15)] (6)
Suppose all outputs in Figure 9 exist, whilst the transaction that provider enables to spend is highlighted in green. Whenever the provider creates a transaction, he uses a RingCT to disguise which input is actually being spent. In this regard, the provider combines the current transaction with the previous transactions (highlighted in gray). The confidential ring signature for the transaction is shown in (6) . The provider allows using the RingCT directly without permission and node manager involvement. As well as the group signature, the sender is free to use the value of previous transactions in order to disguise the value of the current transaction. By leveraging the model, it is possible to create privacy-preserving for users in the decentralized peer-topeer shared storage in healthcare area with the following main objectives: (i) Untraceability with the goal to protect the sender's information in the form of the address (public key). The observer cannot trace where the coin was received and where the coin originated from.
(ii) Unlinkability to preserve the recipient's identity. This can be achieved by using a stealth address where the recipient makes two public keys that are used to create a one-time address and the other as the view key.
(iii) Confidential Values to disguise the value of a transaction. The value of the current transaction is combined with the values of the transactions that have been carried out previously so it becomes an obscured transaction.
Systems Analysis and the Dilemma
The main protocols for building privacy-preserving for blockchain shared storage model have been discussed in previous section. In this section, we present the relation between each protocol. The combination of the protocols provides a system that enables protecting the privacy of users in the decentralized shared storage. The procedures are displayed gingerly, starting from generating the members of ring signature through to mechanism of storing data in the blockchain shared storage. At the end of this section, we elaborate on some dilemmas. We demonstrate a case study in which one of the providers (hospital) wants to store diagnostic data of the patient into the decentralized shared storage. The provider has known the address (public key) of the patient beforehand. In this sense, the hospital acts as the sender whilst the patient acts as the recipient of the PHI message. The provider attaches the address of the patient in the form of a view key for each transaction so that only patients likely enable to track data stored in shared storage using his/her knowledge. The miners have a duty to validate the data from the sender before being saved into shared storage, yet they are responsible for adding blocks to the blockchain network. The miner gets a reward after successfully adding the new block as with the blockchain system in general. Algorithm 1 is a description of the whole system process starting with making public keys through to data stored in shared storage. The process sequence for privacy-preserving shared storage in untrusted blockchain P2P networks as follows:
(i) The party possesses a pair of parent keys ( , ) that have been generated beforehand based on trapdoor permutation function such as RSA, Rabin, or Diffie-Hellman algorithm. The patient is the recipient( , ), whilst the hospital is the sender ( , ) in this case study.
(ii) The hospital is the sender of the patient's diagnosis data (in this case). The hospital constructs a ring signature group based on public key from providers and patient that has been known previously. The hospital also added its public key to the group.
(iii) When the group of ring signature is generated, the sender enables to use the signature of each group member without having to get permission from the owner of public keys. In this case study, the hospital chooses to use all signatures from group members as shown in (7) . The hospital can add new members at any time as long as the public key is known.
(iv) The patient as the recipient later makes the stealth address based on a pair of parent keys. The patient creates a pair of public keys ( , ) and sends it to the hospital via secure channel. The hospital generates a new one-time address based on stealth address received. Only patients can access data stored in shared storage by using his knowledge ( , ).
(v) The sender unpacks the address received which contains the public address of the recipient ( , ). The sender picks the random value ∈ [1, − 1] to generate one-time public key and attaches as a view address in the shared storage.
(vi) For certain types of data, the sender can use confidential ring signatures (RingCT) to disguise information of the data by adding value to transactions that have occurred before such as
(vii) The hospital signs the diagnosis data using the member key from the ring signature as follows:
( , , , , , , , , . . . , ) which consists of the public keys of the members , , ,
(viii) Key image is attached by the sender to prevent double spending. It can be interpreted as a scheme to prevent the same data stored twice in blockchain storage. The hospital sends the following series of data to the blockchain network to be confirmed by miners: ‖ ‖ ‖ ‖ .
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(ix) The diagnosis data from the hospital along with attachments of the files are then sent to the blockchain network to be verified by the miners before the data are stored in a decentralized shared storage. Whenever the data has been stored successfully, the patient traces one by one the transaction on the blockchain network until the patient finds his/her view keys which correspond to the patient.
(x) The patient with his/her knowledge decrypts and compares the value of the data received with the decrypted value = = ; = .
The Algorithm 1 presents an overall model of the system which starts with generating key pairs for the parties, creating a ring signature group and stealth addresses, signing PHI data until data are confirmed and stored in the decentralized shared storage. The observer is unlikely to track the sender's transaction since the sender uses a signature on behalf of a group in which the sender's signature is obscured. Furthermore, the observer cannot associate one transaction with another, so it is indistinguishable whether the transaction was sent by the same sender. In other words, the identity of the sender remains a secret. Likewise, the identity of the recipient cannot be tracked by the observer nor malicious providers because the recipient sends the stealth address to the sender; thereafter, the sender creates a one-time address to protect the privacy of the recipient. The value of a PHI data is kept from being seen because it is combined with the value of previous transactions through the RingCT. The identity of the user along with the information of the transactions on the blockchain network is paramount; therefore, the decentralized shared storage systems need to manage the confidentiality as well as ensure the integrity of the PHI data.
Apart from the model that has been described, there is another important factor which plays the role to a decentralized system called transaction propagation. A numerous number of transactions are distributed to the entire nodes in the blockchain peer-to-peer network, resulting in propagation delay. The structure of a P2P network allows the peer to disseminate information to the other nodes that are connected to the sender [24] . There are several studies conducted by researchers to measure how effective the block distribution in the peer-to-peer networks such as experiments in which the goal is to find out the number of successful connections and experiments to determine the effect of the number of nodes against the block.
One among parameters that affect transaction propagation is block size. Block size can be understood as the maximum limit of a block to be filled up with various transactions on it. It also can be thought of as a bundle of transactions, with each block needing to get verification before it can be accepted by the network. Each block has its own size depending on the type of transaction called the block size. The maximum block size in Bitcoin stands at 1MB. Miners enable to choose the number of transactions to be processed in a block. If Bitcoin miners commit a transaction that exceeds the maximum limit, then the block will be rejected by the network. The motivation of block size is to prevent the attack such as denial-of-service attacks. The size of a block also affects the length of confirmation time. When a node receives a new transaction, the recipient confirms the validity of the block before accepting it. The duration of the confirmation process depends on the size of the block. By design, the larger the size of a block is, the longer it takes to confirm. Therefore, the size of a block plays an important role in the blockchain in general because it directly affects the delay time.
Propagation delay is inseparable from the size of a block. There is a correlation between block size and the propagation delay until the node receives the block. The larger the size of a block, the more transactions that can be done, yet it affects the propagation time and sacrifice the security. The influence of a block size to the propagation time can be seen in Figure 10 [25]. The block size in the transaction is varied up to 350 KB in order to find out how long it takes for the node to receive the block. To reach 25% of total transaction is visualized with a red line, 50% for the green line, and 75% for the blue line. The results are in line with the theory which states the larger the size of a block, the greater the propagation time.
We take measurements for orphaned blocks by following the withholding attack (selfish mining) strategy that was first discovered in 2014. In this study we do not elaborate on the details of withholding attack strategy, we recommend that readers refer to the references [26] [27] [28] . The intuition of this attack is to keep the finding block secret until the attacker's network becomes the longest chain in the blockchain network. For a particular condition, this attack does not possess any benefit because the block is stored in the attacker's network which is only known by the attacker (nonprofit). The attackers get the reward if only the block found is propagated to the public and get confirmed by other miners.
The simulation is carried out in order to know the performance of dishonest miners which follow the selfish mining protocol. The aims of this strategy are to discover the new block till becoming the longest chain and gaining the revenue after publishing the block to the public network [29] . In our setting, we arrange the selfish miners to compete with honest miners in 14 days to solve the proof-of-work and discover the new block. The maximum of mining power of selfish miner is 0.4 and it is running randomly from 0.0 through 0.4 within 14 days in the simulation as shown in Figure 11 . There are 12 nodes of dishonest miners with different mining power from 0.0 to 0.4. We set the maximum number of mining power at 0.4 of total mining power in the network. Based on the simulation result, we conclude that whenever the dishonest miner has 0.322 mining power, it is enough to get the unfair revenue and allows gaining the revenue larger than it should be. In general, there are 51 new blocks successfully added as well as 4 orphaned blocks recorded. The average of block generation time is 7.72 minutes.
To the extent, we obtained the information related to the parameters that affect the propagation time in the blockchain peer-to-peer network based on our findings and the prior works of literature. There are numerous articles proposing the and reconstructing the message exchange protocol in the blockchain network. Generally speaking, the presence of having the propagation of delays can cause a lot of damage in the blockchain network [30, 31] .
There are many considerations to increase the effectiveness of the blockchain. Therefore, we select block propagation and block size parameters to be discussed as follows:
(i) Speeding up the block generation. In theory, it would be remarkably beneficial if the block generation time is resetting as fast as possible for each transaction so that each user will get faster payments. The propagation time includes the length of time for the distribution of transactions in the peer-to-peer network and the time for verification of a block. But the problem is that if the block generation time is speeding up, there will be a lot of orphaned blocks. It can be understood because each node will receive many new blocks that are spread through peer-to-peer networks. The tiebreaking protocol causes each node to only accept one valid block for the same type of transaction, so that it will reject transactions from other nodes that cause the orphaned block to appear. Due to many new orphaned blocks that will emerge, it will motivate rational miners to adopt the selfish mining strategy that rivals the main network and causes the forked chain [32] .
(ii) Decrease block generation. Slowing down the block generation time for each transaction will reduce the speed of transactions on the peer-to-peer network. Positively, it gives some merits such as providing a better security system. Roughly this happens due to a decreasing number of orphaned blocks that will eliminate the selfish mining attack.
(iii) Increasing the block size. The bigger the capacity of a block, the more the transactions that can be filled up into the block. It will slow the propagation of every transaction to all nodes in the peer-to-peer network. The slow propagation time will cause new problems, namely, double-spending attack. Attacker could use the same coin for two or more different transactions. Slower propagation of blocks on the peer-to-peer network resulted in the fact that the block cannot be fully accepted by the nodes. As a result, when the transaction is received, the block will confirm that the block is valid even though the transaction has been used and confirmed by other nodes in the same network.
(iv) Reducing the capacity of block size. Because of only a few transactions that occur within a block, it will speed up the propagation time for every transaction. It causes many orphaned blocks to emerge and allow for the occurrence of selfish mining attacks that harm the system. Yet, this decision gives the advantages such as fast payments and fast transaction. However, it should ensure the immutability of the block and transaction [33] .
Limited and Future Work
We assume that shared storage is interconnected to a blockchain network where miners have access into it. In terms of the type of shared storage, we do not define it in detail; instead we assume the shared storage has all the capacity needed to support the proposed system. One of the drawbacks of our system is related to the time needed by the recipient to find data in shared storage, because the recipient must seek for data one by one based on the key view, so that the patient observes each transaction in the blockchain. In the long run, this might become an obstacle if the blockchain network is expanding. There will be many transactions occurring so that it will be difficult for the recipient to monitor every transaction which belongs to him/her. For future work, the model and capacity of shared storage need to be observed further. The access control in the shared storage is also essential to ensure that system keeps safe. Incentive mechanisms also need to be considered for the storage providers. It aims to motivate providers to contribute to protecting the privacy of the users as suggested by [34] [35] [36] . Furthermore, it is important to carefully consider the type of block to be used including parameters directly involved in the system such as block size and type of consensus, to name a few. Additionally, the consensus selection mechanism is paramount in the blockchain. For instance, a new method by expanding the Byzantine consensus via hardwareassisted secret sharing can solve the scalability problem in the blockchain [37] .
Conclusions
The model of privacy in the blockchain peer-to-peer shared storage has been fully presented. The idea of ring signature combined with several protocols provides the solutions for privacy issues on the blockchain transaction. The identity of the sender and the recipient remains hidden, unlinkable, and untraceable from the observer. The key image is attached to prevent the same data from being stored multiple times, and it can be used as well to prevent double spending and data duplication. Based on our findings and information from several literature reviews, it can be said that increasing the performance of the decentralized blockchain requires a very deep analysis since it is directly related to the security. There are advantages and drawbacks for each decision taken. For future work, a scheme that provides incentives needs to be developed as a motivation to maintain the decentralized system.
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